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****************** Start of 1st change *******************
E.6.1
General

The parameters associated with the key shall be contained in the 'General extension payload' specified in IETF RFC 3830 [22] using the 'Vendor ID' Type value and contained within the signed envelope of the MIKEY-SAKKE I_MESSAGE specified in clause E.2. The format and cryptography of the payload are specified in this subclause.

Editor's note: A new '3GPP' Type value should be requested from IANA in place of the 'Vendor ID' Type value.

The four octets consisting of the header of the 'General extension payload' shall be formatted according to IETF RFC 3830 [22]. The elements within the 'General extension payload' are as follow:

-
IV;

-    Number of Group IDs associated with the GMK.
-
MC group ID, incorporating a length sub-element and 0-3 octets of random padding;

-
Activation time; 
-
Status;
- 
Text, incorporating a length sub-element and 0-3 octets of random padding;
-
Reserved, incorporating a length sub-element;

-
0-15 octets of random padding.

Thus the structure of the 'General extension payload' is shown in figure E.6.1-1.
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+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

! Next payload  ! Type          ! Length                        !  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

!                              IV(1)                            !  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

!                              IV(2)                            !  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

!                              IV(3)                            !  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

!                              IV(4)                            !  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =

! Number of assigned Group IDs  !             Reserved          ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

!           Length              !           MC Group ID         ~ |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

~          MC Group ID          ! 0-3 octets of random padding  ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ e

!                         Activation time (1)                   ! n

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ c

!                         Activation time (2)                   ! r

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ y

!                            Status                             ! p

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ t

!           Length              !              Text             ~ e

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ d

~           Text                ! 0-3 octets of random padding  ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

!           Length              !             Reserved          ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

!                  0-15 octets of random padding                ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =


Figure E.6.1-1: Layout of general extension payload for associated parameters of GMK

The elements following the 'General extension payload' header are described in the following subclauses.

E.6.2
IV

The IV shall be randomly chosen, and shall be 16 octets in length.

E.6.3
Number of assigned Group IDs

The ‘Number of assigned Group IDs’ element consists of two sub-elements; a 16-bit number sub-element and a 16-bit ‘Reserved’ sub-element. The ‘Number of assigned Group IDs’ number sub-element shall be encoded as ASCII 8-bit text specifying the number of assigned MCX Group IDs that are associated with the current GMK carried in the MIKEY-SAKKE I_MESSAGE.  This means that each specified MC Group ID shall use this GMK for group communications.  Assigned MCX Group IDs may include any combination of MCPTT Group IDs, MCData Group IDs or MCVideo Group IDs.
Where the key does not correspond to a group ID, the ‘Number of assigned Group IDs’ element shall default to zero.
The “Reserved” field shall default to all zeros.

E.6.4
MC group ID

The 'MC group ID' element shall consist of two sub-elements followed by 0-3 bytes of random padding. A two octet 'Length' sub-element shall followed by an 'MC group ID' sub-element, where this sub-element shall be encoded as ASCII 8 bit text. The 'Length' element shall indicate the length in octets of the 'MC group ID' sub-element only, and the count of the length shall not include the 'Length' sub-element itself, and shall not include the length of any following random padding. Following the 'MC group ID' sub-element, 0 -3 octets of random padding shall be added so that the total length of the ('Length' sub-element + 'MC group ID' sub-element + random padding) shall be a multiple of 4 octets. 
The ‘MC group ID’ element shall be repeated the number of times equal to the ‘Number of associated group IDs’ defined in clause E.6.3, each time representing an associated Group ID.
If the ‘Number of assigned Group IDs’ element is equal to zero, the 'MC group ID' element (including the corresponding ‘Length’ and padding sub-elements) shall not be present.
E.6.5
Activation time

The 'Activation time' element shall define the time in UTC at which the associated key is to be made active for transmission. It shall be 8 octets in length. 
A value of 0 shall imply the key is already active.
E.6.6
Text

The 'Text' element shall consist of two sub-elements followed by 0-3 bytes of random padding. A two octet 'Length' sub-element shall followed by a 'Text' sub-element, where this sub-element shall be encoded as ASCII 8 bit text. The 'Length' element shall indicate the length in octets of the 'Text' sub-element only, and the count of the length shall not include the 'Length' sub-element itself, and shall not include the length of any following random padding. Following the 'Text' sub-element, 0 -3 octets of random padding shall be added so that the total length of the ('Length' sub‑element + 'Text' sub-element + random padding) shall be a multiple of 4 octets. 
Where there is no text, the 'Text' element shall contain a two octet 'Length' sub-element with the value 0, and two bytes of random padding.
E.6.7
Reserved

The 'Reserved' element shall consist of two sub-elements. A two octet 'Length' sub-element shall be followed by a 'Reserved' sub-element, where the definition and encoding of this sub-element is outside the scope of the present document, and shall be ignored by the receiving client. The 'Length' element shall indicate the length in octets of the 'Text' sub-element only, and the count of the length shall not include the 'Length' sub-element itself. The length of the sum of the ('Length' sub-element + 'Reserved' sub-element) shall be a multiple of 4 octets.

E.6.8
Random padding

The other elements (IV, MC group ID, Activation time, Text, Reserved, and Status) shall be padded by 0-15 octets of random data such that the total length of the 'General extension payload' shall be a multiple of 32 octets, to satisfy the block size requirements of the payload protection algorithm.

E.6.9
Cryptography

The concatenated 'MC group ID', 'Activation time', 'Text', 'Reserved', 'Status' and 'Random padding' elements shall be encrypted using AES-128 in Cipher Block Chaining mode using the IV (16 octets) as Initial Vector, as described in IETF RFC 3602 [23]. The encryption key shall be the key.
E.6.10
Status
The 'Status' element shall determine the current status of the key. It shall be 4 octets in length. The following values are defined:

0:
Revoked

1:
Not-revoked
****************** End of 1st change ********************
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 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  
! Next payload  ! Type          ! Length                        !  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  
!                              IV(1)                            !  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  
!                              IV(2)                            !  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  
!                              IV(3)                            !  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  
!                              IV(4)                            !  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =
! Number of assigned Group IDs  !             Reserved          ! |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |
!           Length              !           MC Group ID         ~ |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |
~          MC Group ID          ! 0-3 octets of random padding  ! |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ e
!                         Activation time (1)                   ! n
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ c
!                         Activation time (2)                   ! r
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ y
!                            Status                             ! p
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ t
!           Length              !              Text             ~ e
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ d
~           Text                ! 0-3 octets of random padding  ! |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |
!           Length              !             Reserved          ! |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |
!                  0-15 octets of random padding                ! |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =



